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Executive Summary
In this final chapter, we lay out the roadmap we will follow to 2020 to deliver our vision. In order to realise our vision and deliver the work that has
already been prioritised we need to make sure we plan carefully. All of the work we undertake contributes to improving our digital and data
quality maturity, increase activity, reduce waste and deliver excellent patient care. We will develop a comprehensive systems roadmap,
retirement and replacement plans. We will not lose sight of the constraints that will affect our ability to deliver on our commitments, such as
funding and resource availability.
Looking externally, it’s important to assess our future path alongside the 5YFV, STP, LDR and more recently, the recommendations made in
Professor Wachter report “Making IT Work: Harnessing the Power of Health Information Technology to Improve Care in England”. The 5YFV
has set out its vision and the STP and LDRs have been designed around this; however Professor Wachter’s recommendations have reset the
timescales and set different focus that offer additional support to the successful delivery of the 5YFV1.
The timeline that takes us to 2020 contains the phases that will move the Trust forward in providing excellent patient care. We have carefully
considered the direction that we need to take and have been careful not to constrain ourselves to systems that inhibit performance or
development. This strategy has been designed to be achievable; however we must deliver within our means and on our existing commitments.
In June of this year the CQC awarded the Trust with an overall Good rating, we are all of proud of this achievement, especially given the
organisational change the T3 Programme has delivered. We are on a continuous journey. We will always be developing and innovating in
everything we do for our patients and we will work closely with our clinical, operational and nursing teams and patient groups to get there.
Technology and the context in which it works, is constantly changing: the previous chapters showed the market trends and the amazing
advances in technology over the last few years. To manage this continuous change in technology and how it affects the NHS landscape, we
need to employ a cyclical and iterative structure to govern the changes so that we remain fluid and able to appropriately respond. We need to
ensure we keep in step with technology changes and prepare plans to address technology redundancy.
Providing a good service is fundamental to the smooth running of the hospitals and community sites, therefore getting the basics right is really
important. A key need articulated by clinicians and non-clinicians alike across the Trust during the development of our Information and
Technology Strategy was the need for a strong, robust and professional approach to support for our IT estate on a day to day basis. There is
also room for improvement in the service we provide and so as part of Strategy we intend to strengthen the Informatics operating model and the

1

Wachter, R. (2016) “Making IT Work: Harnessing the Power of Health Information Technology to Improve Care in England”
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core processes within Informatics that will enable us to deliver a service of which we can all be proud. There is a need to review the approach to
system management across the Trust in terms of processes and responsibilities for the management of key clinical platforms.
In line with our ambitions to deliver an exceptional IT service to the Trust, there are a number of core processes that we will be reviewing over
the coming 6 months. To achieve these, the Strategy and Planning and Optimisation teams will focus on ensuring that there are standard
processes for developing and capturing Trust needs for technology and service management. We will also take steps to institute strategic
management processes for; change management, risk management, performance management and supplier management.
Sheffield Teaching Hospitals NHS Foundation Trust is the largest health care provider in the region and we have a responsibility to cultivate the
relationships with the wider health economy on behalf of the patients we care for, whilst adapting to any shifts in the landscape and continuing to
lead regionally. The entire Informatics and Information Services Departments are dedicated to supporting the Trust in delivering patient care.
We will continue our active programme of continuous engagement with Service Improvement, Operational Directors, Clinical Programme Leads,
Nurse Directors, the Strategy and Planning team and the Finance Department to ensure we remain aligned with the needs of the organisation.
During the latter part of 2016/17, the Trust’s Informatics team will deliver a series of improvements to the management of our day to day IT
service. As part of this we will appoint an overall Project Manager for the delivery of a programme of service improvement, improved
communications, floor walking, and consultations. We will review and validate the backlogs of service calls that have remained unresolved to
understand the precise nature of the problems and the number. We will develop a communications plan to provide regular updates to Trust on
the approach to improving IT service delivery and seeking further feedback. We will review all front line IT equipment on a rolling basis to make
sure it is up to date and where necessary refreshed. This will cover desktops, laptops and mobile handsets.
As well as looking ahead to 2020, we recognise the need to maximise the technology we have implemented. To understand how we can
achieve this we are starting an ambitious timetable of sub-strategy development workshops for each Directorate. We want to continue our public
engagement with the strategy and are to meet with the Citizen Reference Group Monitoring Panel in the near future to present an overview of the
strategic direction and the thoughts from the Patient Governors Group. The aim is to validate what we have so far and collect any new
requirements. We also plan to maintain our connection with Healthwatch Sheffield. The Patient Partnership Volunteers will be surveyed to
identify the common questions patients and visitors ask our Volunteers.
Deriving and maximising the value from our investments in IT lies at the core of our approach taken to developing our strategy to 2020. Whilst
our vision to be paperless at the point of care derives from a wider NHS aspiration, it must not become an end in itself. The excellence of the
care we provide must remain our priority and technology only an enabler to achieving that.
Over the past three years we have significantly strengthened our governance around IT planning and the integration of that with the business
planning cycle. We will build on that and the approaches used during the T3 Programme. Developing our Clinical Portal will expand and
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improve our EPR through the integration of more systems, utilising the data we have to drive decision making and enabling a single view of the
patient record, regardless of which system it is held in.
In addition to that we will need to consider the following principles in our investment approaches as we develop business cases and present
investment decisions; necessity, demonstrable value add, proof of concept, speed of delivery, standardisation, user input – all in alignment with
Business Planning and Capital Investment Team approval.
In order to effectively manage our technology investments and get the maximum financial benefits, we need to manage the relationships we have
with our third party suppliers. Thinking and planning strategically, whilst managing expectations and recognising opportunities will help us.
Constraints, both internal and external, will have a marked impact on the capacity of Informatics to deliver over the forthcoming years. The
combination of NHS wide funding pressures and significant ‘Must Do’ activities such as replacement of the email system and some core network
upgrades has impacted on the resource capacity of Informatics up to 2020 and beyond.
Sheffield Teaching Hospitals NHS Foundation Trust is an intelligent organisation and embraces continual improvement. All Directorates are part
of the Business Planning process with the Strategy and Planning Team; this is where innovation and planning can be brought to fruition. There
are several possible risks associated with this strategy which are important to highlight.







Inadequate clinical involvement in technology design
Failure to plan for change
Failure to develop our data
Failure to standardise
Increased exposure to national or supplier infrastructure failure
Technology capacity shortfall

Running in parallel to the Directorate sub-strategy development, technical strategies will be developed that identify the requirements for our
desktop solution, network and infrastructure, mobility. An essential technical strategy will be looking at our approach to cyber security. These
strategies will require deep expertise in the relevant technical disciplines, and further input from our core suppliers, other Trusts and members of
the wider health and social care system, and relevant NHS agencies such as NHS Digital. Each will need to deliver something very specific, but
they are also inextricably linked and fundamental to the successful delivery of this strategy.
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Making our Digital Vision a reality
In order to realise our vision and deliver the work that has already been prioritised we need to make sure we plan carefully. In this chapter we
explore this further and lay out the roadmap for the coming years, however there are key factors we need to consider:
 We need to take a closer look at the work we have previously prioritised and review in light of this revised strategy.
 Ensure the work we are undertaking addresses the requirements of the Trust and helps us improve our digital and data quality
maturity, increase activity, reduce waste and deliver excellent patient care.
 Deliver the benefits of the work we’ve already undertaken and make it a primary focus of in our development process.
 We need to be clear on our approach to key activities by developing comprehensive system roadmaps, retirement and replacement
plans and key strategies.
 Not lose sight of the constraints that will affect our ability to deliver on our commitments, such as funding and resource availability, but
not constrain ourselves to systems that inhibit performance or development.
 We want to seek out funding opportunities that help us offset our constraints.
 Be aware that projects will take time and allow for this in the planning and scheduling of major projects.
 We need to make sure our internal processes are appropriate to support the delivery of IT change.
 Continue on our path to greater engagement with our clinicians and increase their representation and capability within Informatics
through training provision.
 Engage with Patient Governors and work alongside Patient Partnership to understand more fully the obstacles experienced by
patients when attending hospital.
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Looking externally, it’s important to assess our future path alongside the 5YFV, STP, LDR and more recently, the recommendations made in
Professor Wachter report “Making IT Work: Harnessing the Power of Health Information Technology to Improve Care in England”. The 5YFV
has set out its vision of being paperless at the point of care by 2020 and the STP and LDRs have been designed around this; however Professor
Wachter’s recommendations have reset the timescales and set different focus that offer additional support to the successful delivery of the 5YFV
vision2.
The recommendation regarding timescales encourages extending the 2020 target to 2023 to allow all Trusts, many of which are at different
levels of digital maturity, to reach a point where they can excel, enhance or prepare for digital maturity. STH has already prepared to enhance
our digital maturity through the implementation of the T3 programme.
On the subject of funding, Professor Wachter recommends, which advises that national funding (£4.2 billion allocated by the government to NHS
England for improvement to IT3) should be related to viable local improvement plans that demonstrate adequate preparation for local digitisation
as well as the promotion of regional interoperability as part of a phased approach. Interoperability has been identified in the report as being
core to successfully advancing in patient care, innovation and research. By linking funding to regional interoperability capability, it
adds impetus to the realisation of this. STH has played a key role in the development on the digital element of the STP and the drafting of the
LDR. We have, in turn, aligned our strategy to these.
The development of our clinical IT and Information Services workforce was highlighted as being an area worthy of improvement and
investment. The role of Chief Clinical Information Officers (CCIOs) in the NHS is too embryonic and there needs to be greater emphasis placed
on the development of this role both nationally and on a local scale. Investing in developing the IT and Information capability of the clinical
workforce is fundamental to achieving successful engagement and adoption of technology change. Although in STH we have a CCIO function
and lots of IT savvy clinicians, we recognise that this is an area we need to develop. We should be prepared to invest in training
programmes and learning networks to support ourselves and the wider health economy in purchasing, implementation and on-going
improvements. We will not limit our focus to technology but give equal importance to the education and training in understanding data standards,
data quality and techniques to support the effective use of information.

Creating a timeline
The purpose of the timeline is to build a real view of the envisioned future. Each phase will move the Trust forward in providing excellent patient
care. In June of this year the CQC awarded the Trust with an overall Good rating, we are all of proud of this achievement, especially given the
organisational change the T3 Programme has delivered. This strategy is asking for our staff and patients to change for the better again.

2
3

Wachter, R. (2016) “Making IT Work: Harnessing the Power of Health Information Technology to Improve Care in England”
BBC (2016) “NHS to get £4bn in drive for ‘paperless’ health service”
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The following timeline gives a brief picture of the projects and the phases that are required for success. There are reference points for building
Business Cases, Procurement and Delivery. Each reference point has an assigned number indicating how many months have been planned for
each section.
Within each theme, we have determined key activities which would deliver both qualitative and quantitative benefits.
Clinical Patient
Technologies





Research & Intelligence




We plan to expand our core EPR by implementing Electronic Prescribing, Maternity and Theatres modules.
Introducing additional Acute, Community and Patient views to the clinical portal will improve access to
information and maximise on the original investment.
We also plan to develop a strategy and implement a solution that addresses the areas within the Trust
not included in the EDMS project.
Undertaking a critical assessment of our non-core EPR systems will enable us to develop a
rationalisation plan that will ensure remaining bespoke systems are appropriate, new systems with greater
cross-cutting functionality are introduced and other systems are retired and replaced suitably.
It is important that over the next three years we garner a thorough understanding of the information and
intelligence requirements of the Trust and what training programmes need to be in place to support the
implementation of data quality and business intelligence systems and standards.
Improvements in data quality will support decision making at senior levels and demonstrate the
importance

Resource & Asset
Management



We want to expand on the successes of the e-Whiteboards, whilst implementing cross-cutting
systems that provide solutions to medical rostering, room bookings and device management.

Effective Collaboration
& Communications



The replacement of our existing digital dictation solution is already underway and in addition we will
develop mobile device management policies, standards and solutions to enable mobile working in a secure
way.
We are upgrading and expanding the use of our Contact Centre technology to maximise the benefits
from this solution.
A priority in this area is to explore opportunities to improve the technology provision for MDTs.



Trust Infrastructure



The development of technical sub-strategies to support future activities around the Wi-Fi, our Networks
and managed desktop solution that help us to reinforce our core infrastructure will be one of our initial
steps and provides the foundation on which to make upgrades and mitigate the risks previously identified.
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Not noted on the timeline, but a fundamental activity we must engage with, is to understand the training and development requirements of our
clinical IT workforce. Having clarity on our position will enable us to develop appropriate engagement and training plans to bolster the authority
of the CCIO and increase the IT capability and involvement of our clinicians.
There are also immediate cross-cutting issues that need to be addressed, for example Lorenzo performance and EDMS functionality, to mitigate
the productivity paradox we now find ourselves in.
We are in strong position to capitalise on all of the change champions across the Trust to help us realise our 2020 vision. None of the changes
outlined in the timeline are possible without the strength and dedication of our staff to complete their role and deliver the changes.
We are on a continuous journey. We will always be developing and innovating in everything we do for our patients. We will work with
our clinical, operational and nursing teams to get there.

10
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Our Roadmap to 2020
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How We Will Govern our Strategy
Governance
As we stabilise and optimise the T3 components, the Trust will transition its IT governance arrangements to a new model. The target structure
and responsibilities are as follows:
Audit
Committee

TEG

BPT

Technology,
Assurance &
Planning

IPPMA Board

Technology
Board

CIT

T3
Optimisation
Board

The Informatics portion of governance is
currently under review. The model shown
here is the revised proposal awaiting
approval.

Technology,
Delivery &
Optimisation

Technology
Infrastructur
e Board

Audit Committee - The Audit Committee has
overall responsibility for the establishment
and maintenance of an effective system of
integrated governance, risk management and
internal control, across the whole of the
Trust’s activities (both clinical and nonclinical), that supports the achievement of the
Trust’s objectives.

Data Quality
Steering
Group

EDMS Phase
1 Board

Any other
Technology
Project

Individual Boards – Each major project
within the Informatics Delivery department will
report to a dedicated Project Board that
tracks performance against plans, serves as
an escalation point for risks and issues, and
provides operational direction for the project.
These will be formed at the initiation of new
project.

Trust Executive Group (TEG) – Chaired by the Chief
Executive, the group oversees the workings of the entire
Trust both operationally and financially.
Business Planning Team (BPT) – This team ensures
Directorates have planned how they will spend their
funding over the coming year.
Capital Investment Team (CIT) – Approval to draw
down funding is sought from this team. We do this via
submitting a business case.
Technology Board – Sets the overarching strategy and
vision for Technology within the Trust.
Technology Assurance and Planning (TAP) – The
membership is a subset of CIT and provides assurance
of business cases and management of the financial
plan.
Technology Delivery & Optimisation Board (TDOB)
– Provides oversight of the benefits to be delivered
through technology and the overall Informatics Delivery
Plan. It also manages escalated risks.
Data Quality Steering Group – Provides monitoring
and oversight of data quality performance within the
Trust and manages associated risks.
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How we will deliver our strategy
Service Lifecycle
Technology is constantly changing. The previous chapters showed the market trends and the amazing advances in technology over the last few
years. To manage this continuous change in technology and how it affects the NHS landscape, we need to employ a cyclical and iterative
structure to govern the changes.
Each piece of change follows the same lifecycle and utilises
the same relationships, as demonstrated in diagram.
The Technology Architecture, Strategy and Planning
team alongside Information Services are responsible for
gathering requirements, defining the scope and designing a
solution. The work will be assessed against the Technology
and Information strategies and roadmaps of Informatics,
Information Services and the Directorate requesting the
work.
Once the solution has been ratified, a project or programme
of work can be designed and handed over for delivery.
This is where the change will be built, tested and
implemented.
When the change is completed it is then supported going
forwards.
T3 Optimisation plays roles both at the start and end of
the lifecycle. The team identifies and delivers
improvement pieces that further embeds and builds on the
T3 Programme.
This process is applied to all change to ensure consistent
and effective change is delivered to the Trust.
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Taking forward our approach to support for the Trust
The foundation of our approach will align with the Trust’s PROUD values:






Use information and technology to provide outstanding care to our Patients – with whom we have started and will continue to consult in
the development of our future technology direction.
Provide an outstanding service to our customers and partners inside and outside the Trust that is Respectful of their priorities and the
pressures they face. To do this we need to create the best possible technology service within the constraints we face as a Trust.
Ensure that we demonstrate Ownership of our role in solving the clinical and operational challenges faced by the Trust.
Support standardisation and Unity across the Trust by providing single solutions to common problems.
Deliver on our commitments to the Trust and work within the financial and capacity constraints that we face.

Providing a good service is fundamental to the smooth running of the hospitals and community sites, therefore getting the basics right is really
important. A key need articulated by clinicians and non-clinicians alike across the Trust during the development of our Information and
Technology Strategy was the need for a strong, robust and professional approach to support for our IT estate on a day to day basis. This is
essential to the rest of our Strategy as becoming paperless at the point of care necessitates reliable, available and performing technology
solutions in the hands of our staff underpinned by top class support. There is also room for improvement in the service we provide and so as
part of Strategy we intend to strengthen:



The Informatics operating model so that there is a robust and clear organisation in place to manage the Trust's technology needs.
The core processes within Informatics that will enable us to deliver a service of which we can all be proud.

In addition we will take a number of immediate actions to lay the foundations for a significantly improved overall day to day IT service.
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Each part of the Informatics organisation will have clear responsibilities in terms of its focus with respect to the rest of the Trust, and also with
respect to the Trust’s IT estate. These are provided below:
Function
Technology
Architecture, Strategy
and Planning

Business Focus




Change Delivery




Technology Focus

Developing requirements for and design of business
solutions using technology.
Developing and managing Technology Strategy and
Planning.
Developing concept papers for major projects
(typically >6 months ahead).




Building and maintain the enterprise architecture
for the Trust.
Long term technology planning.

Developing Full Business Cases for major
technology enabled projects.
Leading Business change delivery for technology
components of projects and programmes.



Leading IT portfolio delivery.

Support



Providing responsive IT system support for end
users across the Trust.



Undertaking proactive monitoring, incident and
problem management, service requests, and
on-going management of the Trust’s IT estate.

T3 Optimisation



Providing education, awareness for users of
technology across the Trust – focussing largely on
T3 components in the next year.
Facilitating process optimisation and optimisation
for users of technology.
Facilitating benefits realisation for technology
enabled projects.
Developing concept papers for optimisation projects
(typically <6 months ahead)



Leading operational IT configuration (forms,
workflows and so on).
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There are a number of aspects of the way we operate that will; need to be adjusted over the coming year. These include:
Adjustments to the model within Informatics in line with best practice:
Technology Architecture

Detailed technical architecture will sit formally within the Change Delivery team; wider, more business focussed
Enterprise Architecture will sit with the Strategy and Planning team.

IT Development

There is a longer term need to ensure that all IT development and support moves under one roof within the
Informatics team. Some responsibilities still lie with the Strategy and Planning team (for example for Infoflex), and
with the Optimisation team (as a result of T3). This adjustment is likely to take place over the 12 months to end
2017.

Movement to a DevOps
model

In line with Industry practice the Change Delivery and Support teams will move progressively to a Development
and Operations (DevOps) model, where teams provide both development and support capability helping us to
maximising the use of scarce technical resources. This is already the case for platforms such as ICE and Infoflex,
but the aim is to make that an approach that is more widely replicated.

Optimisation

Longer term, and in particular in the wake of the Wachter Report, the Optimise function will be needed longer term
as part of the Informatics function to underpin the operational stabilisation and optimisation of all new technology in
the Trust.

Adjustments to historical arrangements that will need to be discussed more widely:
Devolved IT

There is a need to review the approach to system management across the Trust in terms of processes and
responsibilities for the management of key clinical platforms such as PACS, ORMIS, and Excelicare and so on. At
a minimum service levels between the core informatics team and satellite teams needs to be agreed.

Information Governance
and Medical Records

Information Governance and Medical Records historically sit with Informatics but post T3 and the increasing need
for an IG function that has a broader operational reach than just technology; there is a need to review whether a
different ownership structure is required.

Telephony

With the development of Trusts Contact Centre, there is a need to review the positioning of the Trust’s switch
board and telecommunications teams.
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Key Processes
There are key processes within the Trust with which Informatics must observe.
Business Planning
The Business Planning Team (BPT) is an established body within the Trust that aims to facilitate the development of excellent clinical services
through robust business plans that incorporate three to five year projections and leads the business annual planning process, aligning national
and commissioner intentions with the Trust’s objectives and directorate priorities. 4 This process is crucial to the successful financial
management of the Trust when considering the huge financial pressures to restore the financial balance in the NHS and reach local efficiency
targets.5 It is BPT that will enable the planning of cross-Trust initiatives such as a resource management tool.
It is expected that the annual planning cycle within Informatics will begin in October/November each year, in preparation for the new financial
year beginning in April the following year.
Financial Models
The way technology is purchased has changed fundamentally since our 2013 Technology was approved. The assumptions made even three to
four years regarding the funding models for technology are no longer valid. Today, whether it be software packages or infrastructure, IT is
increasingly purchased on a subscription basis requiring revenue rather than capital funding. Technically this means that software applications
tend to be hosted on the suppliers’ infrastructure and that storage and network capacity is based in the Cloud.
Examples of software applications delivered in this way include Lorenzo and Office 365; examples of cloud based storage arrangements include
Microsoft Azure and Amazon Web Services. The advantages of “pay as you go”, reliable services that upgrade seamlessly are huge, but
they present a significant challenge for the way we will have to pay for them – not just for Sheffield Teaching Hospitals, but for the
NHS and wider UK public sector as a whole. This means that during the next 3-4 years we will need to refresh to financial models for
technology, as well as the delivery approach.
We have already established that there are mandatory expenditures that we cannot avoid (e.g. infrastructure upgrades and contract renewals)
therefore we need to ensure we deliver within our financial means and be explicitly clear that any discretionary projects must be awarded funding
on the basis that a solid case with tangible benefits has been established.

4
5

Sheffield Teaching Hospitals NHS Foundation Trust (2012) “Business Planning Team Terms of Reference”
Sheffield Teaching Hospitals NHS Foundation Trust (2016) “2017/18 Financial and Productivity and Efficiency Planning Guidance”

17
Sheffield Teaching Hospitals NHS Foundation Trust - CONFIDENTIAL

The demand for technology solutions across the wider Trust is
unrelenting but outstrips the ability of the Informatics team to
deliver. Based on the internal review of 2017/18 Business
Plans across the Trust, there is an anticipated imbalance
between the technology and information needs of Directorate
plans which the diagram below illustrates.
As plans currently stand, demand for IT related projects
and solutions outstrips the ability to supply them by a
factor of roughly 3 to 1 when schemes that either explicitly or
implicitly reference technology are considered, as
demonstrated by the diagram. There will need to be an
approach to prioritisation that manages this inherent conflict.
Reporting
Further to the internal reporting structure that runs across Informatics, there is a requirement that we report our progress and finances to key
senior executive governance bodies. Informatics is represented by its Senior Management Team at TEG, BPT and CIT on a regular basis.
Benefits
Any Information or Technology change must deliver benefits. It is important that benefits identification, monitoring and realisation process is an
essential element is built into every project. Technology is often an enabler for benefits realisation and it can be the responsibility of those
experiencing the change to drive through the benefits. This can be difficult to monitor as not all benefits are immediately visible and some take
years to realise.
IT Service Provision
In line with our ambitions to deliver an exceptional IT service to the Trust, there are a number of core processes that we will be reviewing over
the coming 6 months to achieve that that focuses on:




Delivery
IT Asset Management
Strategic Management
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Informatics Delivery Processes
Requirements
Management Process

The Strategy and Planning and Optimisation teams will focus on ensuring that there are standard processes for
developing and capturing Trust needs for technology, and as part of that adjusting the way we seek clinical input at
an early stage in line with the Wachter Report into NHS IT.

Customer Request
Process

Detailed process for managing service requests from customers.

Categorisation and
Prioritisation Process

A new set of processes to ensure that we maintain a focus on the priorities of the Trust from a support point of view,
in line with the service improvements outlined below. This will take account of the processes for scheduling and
managing capacity to deliver work.

Business Case
Development Process

Processes built on existing Trust planning processes to provide guidance and consistency for the development of
business case for IT enabled change projects.

IT Asset Management Processes
Equipment Ordering
Process

Modernised equipment ordering processes including a move to end user self-service for some service requests –
such as a password reset.

Joiners, Movers and
Leavers Process

Revised processes to ensure that we always keep our IT estate in step with the location and needs of our staff and
that we don’t create “orphan IT” when someone moves or leaves. This will need to be developed in conjunction
with our HR colleagues.

Strategic Management Processes
Strategic Change
Management Board
Process

A process to ensure that large scale requests get dealt with quickly at senior management team levels and
prioritised accordingly within the Trust.

Strategic Risk
Management Process

A process in line with the Trust’s overall risk management approach to make sure that – in a fast changing
technology landscape – there is a robust process for managing technology related risk at the level of the senior
Informatics management team and TEG.

Strategic Performance

Development t of a strategic set of key measures for Informatics performance management (e.g. around service
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Management Process

queue backlogs, customer satisfaction and so on).

Strategic Supplier
Management Process

A single approach to manage the relationship with our strategically significant IT suppliers (e.g. CSC, Sunquest,
Agfa and so on). This will enable is to derive maximum value from the market.

As explored in Chapter 1, Specialised IT professionals in the Medical Imaging and Medical Physics (MIMP) team contribute significantly to STH’s
research agenda. The MIMP team typically develop software applications that are developed to service specific, research funded, needs. Any
short term change in the current development and support arrangements from MIMP to Informatics is unlikely. The current Informatics Systems
and Interfaces team in Informatics (the best equipped to take on this work), is itself looking at ways to build its own capacity and skills. However,
post 2017/18 there may be opportunity to consider taking on other development environments if capacity has been increased and the generic
skill and capabilities are available in an Informatics enlarged team. Exploring the options for achieving an appropriate balance in roles and
responsibilities across the teams will need to be looked at during 2017/18 for both software applications (with Informatics Directorate), and the
data warehouse (with Performance and Information Directorate) as action is taken to strengthen both teams.

Ways of Working
With the Wider Health Economy
Sheffield Teaching Hospitals NHS Foundation Trust is the largest health care provider in the region and we have a responsibility to cultivate the
relationships with the wider health economy on behalf of the patients we care for.
It is important that we align our strategy with the ambitions of the STP and LDR and Working Together Programme and STH will play an active
role in these. Working closely with NHS Digital will ensure STH’s Information and Technology strategy is aligned to the overall national
technology vision and will allow us to take advantage of opportunities to share innovations and learning from the wider NHS.
Within the Trust
The entire Informatics and Information Services Departments are dedicated to supporting the Trust in delivering patient care. We will continue
our active programme of continuous engagement with Service Improvement, Operational Directors, Clinical Programme Leads, Nurse Directors,
the Strategy and Planning team and the Finance Department to ensure we remain aligned with the needs of the organisation. We want to
capitalise on these relationships to ensure the projects we are tasked to deliver fit the criteria, in that they deliver benefits against improving
activity levels, reduces waste and improves patient care.
The imbalance between supply and demand of technology solutions indicated above needs to be proactively managed through the
implementation of financial models, such as through the creation of an investment pot against which Directorates can bid for funds from the
Trust, and also more creative approaches to bidding for and raising funds from external sources.
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Delivering Immediate Service Improvements
During the latter part of 2016/17, the Trust’s informatics team will deliver a series of improvement to the management of our day to day IT
service. As part of this we will appoint an overall Project Manager for the delivery of a programme of service improvement structured as follows:
Significantly
improved
communications








Reduce the backlog
of aged calls






We will undertake a programme of consultation with our customers; bring together our support
engineers and staff on the front line to better understand their problems, needs and requirements of the IT
they use day to day. This may be supplemented by “Survey Monkey” surveys across the Trust.
We will ensure that there is more "floor walking" of the wards and clinical areas to both increase the
visibility of the IT service and increase the understanding our engineers have of the pressures on the front
line. As part of that, during any visit will ask staff to identify any issues that they have either not reported,
or which have been unresolved for longer than necessary.
We will improve communication and signposting of IT services across the Trust including better on
line information.
We will also be running a competition to identify a new “voice of IT” for our service desk phone.

We will review and sense check the backlogs of service calls that have remained unresolved to understand
the precise nature of the problems and the number (including any duplicates due to demand failure), and
develop a plan of attack to significantly reduce the backlog.
We will develop a communications plan to provide regular updates to Trust on the approach to improving IT
service delivery and seeking further feedback.
We will visibly track and publish improvements in the backlog within Informatics and more widely across the
Trust as a performance barometer.

Making sure IT on
the front line is up
to date



We will review all front line IT equipment on a rolling basis to make sure it is up to date and where
necessary refreshed. This will cover desktops, laptops and mobile handsets.

Improving our
capacity to service
the Trust



We will consider ways of creating capacity to clear backlogs of service calls including the potential
for overtime for some engineers.
We will recruit additional resources to deliver the improvements we need at the front line include agile
teams that can be more mobile around the Trust and augment our local teams at each site.
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Increase agility and
focus





Create a culture of
ownership and
continuous
improvement






We will develop a more responsive helpdesk approach to prevent staff who call the helpdesk
waiting at the expense of caring for patients. This is likely to mean marginally fewer calls are resolved
at the point of the call as they are passed on to second line support engineers more quickly, but it will make
a significant difference to waiting times.
The Service Desk Display Board will be reconfigured to be much more explicit about call priorities
and performance in order to make sure we better focus our support efforts.
Our Informatics team will strengthen their approach to reviewing progress and will do this on a daily basis.
A member of the Informatics Senior Management Team will attend each meeting.
We will ensure that our service team is provided with a refresh of their customer care skills through
formal training.
We will regularly consult with our support teams to identify any concerns they have or opportunities for
improvement for our IT service.
We will introduce routine customer satisfaction surveys for a randomly selected proportion of calls
each month and both measure the levels of satisfaction and identify any opportunities for improvement
through this.

22
Sheffield Teaching Hospitals NHS Foundation Trust - CONFIDENTIAL

Models for Continuing Engagement
With our Clinical Colleagues
Working collaboratively with clinicians will be essential; therefore there is a priority to establish a plan by which we will develop effective
engagement models and build on existing activities. We want to encourage input from younger staff to help us design technology around how it
is used in the wider world.
As well as looking ahead to 2020, we recognise the need to maximise the technology we have implemented. To understand how we can
achieve this we are starting an ambitious timetable of strategy development workshops for each Directorate, the first wave of these includes
Respiratory Medicine, Cancer Services (for MDTs), Laboratory Medicine, OSCCA and Ophthalmology.
These workshops are designed to understand and capture the current position and future needs of Directorates in terms of IT and Business
Intelligence (BI). Representatives from Information Services and Informatics will present this strategy to workshop attendees and encourage
thinking, discussion and mapping to design a 1-3 year high level future plan.
The output of this process
will underpin the
development of Directorate
sub-strategies that align their
future IT and BI needs with
this Information and
Technology 2020 Strategy
and the Trust’s corporate
strategic objectives and the
external drivers faced.
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With our patients
We want to continue our public engagement with the strategy and are to meet with the Citizen Reference Group Monitoring Panel in the near
future to present an overview of the strategic direction and the thoughts from the Patient Governors Group. The aim is to validate what we have
so far and collect any new requirements. We also plan to maintain our connection with Healthwatch Sheffield.
The Patient Partnership Volunteers will be surveyed to identify the common questions patients and visitors ask our Volunteers. The themes
identified will add to the way we can help patients and visitors experiences throughout the Trust.
Ensuring that we continue to align across the region and nationally
The development of this Strategy has taken full account of the wider context in which the Trust sits and will operate in the future. This will
continue as part of the delivery of this strategy. In particular:


It incorporates and is coherent with the emerging digital strategy for the STP through the work we have done so far across the South
Yorkshire and Bassetlaw footprint in developing our approach. It also aligns with the vision for integrated solutions at scale across the
STP and national footprints as originally set out in Lord Carter’s report and now being driven by NHS Improvement through the alignment
of the STP and the work we have been supporting through the Working Together Programme in South Yorkshire. Making sure that we
build robust and coherent infrastructure and data sharing approaches to national standards will be critical. We will continue to
actively support this work through the links already in place.



It is aligned with the Local Digital Roadmap for Sheffield led by our local CCG, and in the development which we have been heavily
involved. This work will be taken forward by a steering group of leads for IT in Sheffield across the Trust, CCG, Sheffield Care Trust,
Primary Care Sheffield, Sheffield City Council and the Sheffield Children’s Hospital.



It takes advantage of learning on technology innovation in the NHS through the Perfect Patient Pathway Test Bed, and the learning
we are accruing through NHS England and the other national test beds. This work will progress well into 2017/18 with Trust leadership
from a technology perspective.



We are also sharing our thinking with the IT teams other Trusts and hospitals in the region and starting to identify opportunities for
sharing expertise and technology. Examples of this may include sharing contracts for digital dictation and sharing knowledge and
expertise both formally and informally on key projects or initiatives like our response to the desktop and cyber security challenges we face.
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Deriving value from our investments in technology
Deriving and maximising the value from our investments in IT lies at the core of our approach taken to developing our strategy to 2020. Whilst
our vision to be paperless at the point of care derives from a wider NHS aspiration, it must not become an end in itself. The excellence of the
care we provide must remain our priority and technology only an enabler to achieving that.
This strategy builds on:







The investment that was made in technology platforms for the T3 programme and places a premium on enhancing those
investments to derive significant business benefits rather than investing heavily in new IT.
The approach adopted in T3 to include optimisation and benefits realisation as a core part of our Informatics work.
Other investments in technology platforms across the Trust, recognising that change for change's sake in IT is the wrong thing
to do if we do not use it to move our clinical performance forward. This means that we will integrate platforms over time rather than
embark on costly replacement programmes.
The start we have made in protecting our investments in technology and information through the use of more robust
infrastructure such as the Flex Pod, and securing our estate against the increased threat of cyber-attack.
The start we have made with clinical engagement in IT through T3, but which now needs to accelerate through the follow up to the
recent Wachter Report.

Over the past three years we have significantly strengthened our governance around IT planning and integration of that with the business
planning cycle. We will build on that and the approaches used on T3. In addition to that we will need to operate the following principles in our
investment approaches as we develop business cases and present investment decisions:
Necessity

 Do we absolutely need to do the project?
 Is there a regulatory requirement and if so have we explored all alternatives for meeting it?
 Have all reasonable lower alternatives been considered including contract extensions, process changes,
and use of solutions already available from other Provider organisations?
 What would happen if we didn’t do the project?

Demonstrable Value Add

 Is the change we are proposing going to deliver significant benefit over and above the cost of the
investment and does it create significant transformational opportunities that we can describe and prove?

Proof of Concept

 Have we proven the technology within the Trust in a way that gives us confidence that it will deliver the
benefits?
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 Have we conducted a proof of concept to assess that properly?
Ready in 6 months

 Can we deliver the technology within a 6 month timeframe in order to prevent us embarking on projects that
over scoped and carry a higher risk of failure due to their complexity?

Standardisation

 Can we achieve the same result with standard products as opposed to some “bespoke” for the Trust which
will carry a higher lifetime cost?
 Is this something local or potentially Trust wide – we should aim to avoid one local solutions for shared
problems.

User Input

 Have we had adequate clinical and operational input to the design of the solution that is integrated with any
process change required?
 Is the case for the IT change clinically and operationally made?

These will be tests that need to be applied by us before we present investments for funding to CIT and BPT.
Our approach embodies these principles by:
Focus

Focussing on doing a few things that will progressively lead to the benefits we are seeking. For example, we will aim to
make one major platform mobile rather than many.

Aligning with need

We will continue to strengthen the clinical and operational links we have started to enhance in the development of this
strategy in order to build solutions that our users have helped design.

Institutionalising
Proof

We aim to provide that a solution will actually work clinically and operationally before taking it on Trust from our suppliers.

Retaining flexibility

Recognising that we have a choice as to when and how we invest that we always need to be in line with Trust priorities.

Building and
protecting

Building on our investments to date and protect the Trust against the threats that we face through wider integration at
health economy level and any weaknesses in our existing infrastructure.

Holding the line

We will say no to solutions that take us backwards or potentially off course. This may be unpopular, but we cannot not
store up problems in the long term for the Trust, in terms of costs of support or risks due to wrong choices.

Making Our

To the extent that is possible we will demand exceptional performance from our suppliers and hold them to account
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Suppliers
Accountable

where they do not. This means we will; need to develop a more collaborative but demanding relationship with our
suppliers that builds mutual trust, but also includes commercial consequences for failure.

The way we manage the development and delivery of this strategy will always need us to aim to construct solutions and run projects
that achieve the above.

Supplier Management Approach
In order to effectively manage our technology investments and get the maximum financial benefits, we need to manage the relationships we have
with our third party suppliers. Thinking and planning strategically, whilst managing expectations and recognising opportunities will help us
develop worthwhile and constructive relationships. We will draw on the consultancy services included in our contracts with suppliers to gather
updates and provide a context for negotiations which will help us to develop a well-rounded approach to innovation and strategic development.
We will continue to consult our NHS colleagues and academic partners to get their views on what’s best on the market.
The Business Services department within Informatics is responsible for maintaining relationships with our existing suppliers and holds internal
contract meetings to ensure the Service Level Agreements are being met. The TASP team will also have relationships with suppliers but on a
more investigatory level as the team will be exploring future technologies in line with our strategic direction.
Our Information and Technology Strategy however demands that we will need to augment our capability, and our experience with the T3
programme has taught us some valuable lessons in how we work with our key suppliers. We plan to develop our management of suppliers in
line with the points below over the next two years.
In terms of the evolution of our capability to support this strategy:


End of Life Contracts. We will need mechanisms to anticipate our responses to contract end of life in sufficient time for us to get the
best from the market and safely transition from one product to another should that be necessary. Typically we should plan at least 18
months for planning for transition for any contract that is end of life,



Supplier Rationalisation. We will need to rationalise our supply base with best value for the Trust as an end goal as a direct
consequence of the aims of moving to a small applications estate set out in this strategy. This means that we will need to understand the
underpinning contractual landscape and its integration with any technical options.



Leverage. We will need to take full advantage of the leverage that working with others across the system affords us – for example
through our work with the Working Together Programme, but also be a strong partner in making sure that any collective decisions on
suppliers of choice are the best ones for the NHS.
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Becoming and Intelligent Customer. We will need to elevate our approach from supplier management to intelligent customer,
developing a relationship with our supplier that is both collaborative and innovative where appropriate, but also business like and
commercial where it needs to be.



Commercial Capabilities. We will need to exercise more commercial skills in our management of suppliers, for example fully
understanding the implications for the Trust of changes in ownership or organisation of our suppliers for the Trust.

In terms of specific lessons for projects – drawing on the lessons learned from T3:


Requirements. We need to pay significant attention to devolving a robust and clear set of requirements, and to agree them. Within this
clinical involvement from the off would be needed, and we would need to be clear about what the end point would look like through users
stories etc.



Technical Architecture and Delivery. We would involve the technical interfaces teams and relevant suppliers much earlier to make sure
we understood the approach to be taken to build each interface.



Project Management. We would aim to build a high performing and sustainable project management structure up front and do the
maximum to ensure that this was sustainable.



Governance. We would look for a much stronger and more active joint governance approach.
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Constraints
As discussed in Chapter 1 of this current strategy, there are significant constraints, both internal and external, that will have a marked impact on
the capacity of Informatics to deliver over the forthcoming years. The combination of NHS wide funding pressures and significant ‘Must Do’
activities such as replacement of the email system and some core network upgrades has impacted on the resource capacity of Informatics up to
2020 and beyond. As the diagram below demonstrates, the impact on Informatics capacity cannot be overlooked.
The previous strategy focussed primarily on the
Clinical Patient Technology theme. The T3
Programme delivering against this strategy was
large and diverted significant attention away from
other areas. Due the importance and sheer scale
of the activity, the remaining focus was towards
stabilising the infrastructure.
The Information Services team are currently
focussed on business as usual activities and
therefore capacity and capability needs to be
created to ensure the delivery of the strategy.
Sheffield Teaching Hospitals NHS Foundation
Trust is an intelligent organisation and embraces
continual improvement. All Directorates are part
of the Business Planning process with the
Strategy and Planning Team; this is where
innovation and planning can be brought to fruition.
In order to help us navigate our financial and
resource landscape, we will explore additional
funding opportunities through our suppliers and
other healthcare partners.
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Strategic Risks
There are several possible risks associated with this strategy which are important to highlight.

Risk
Inadequate clinical involvement in technology design. There may
be insufficient clinical engagement in the requirements for and design
of solutions deployed as a result of the Strategy leading to operational
problems and a protracted stabilisation and optimisation phases.

Mitigation





Failure to plan for change. There may be a failure to migrate ways of
working to more efficient practices afforded by more integrated and
mobile technology solutions leading to operational difficulties
and failure to release the value of the technology assets deployed.
Failure to engage. There may be a failure to engage effectively and
therefore organisational behavioural change will be insufficient.

Programme of active clinical engagement in all technology projects
via active sponsorship, user representatives, and clinical sign off of
requirements.
Programme of education of clinical leads across the Trust including
local and national components.
Nomination of technology leads in medical and nursing teams in all
directorates.
Active engagement with medical and nursing teams across their
Trust by Informatics.



Development of business cases and projects with active
involvement of Service Improvement, Learning and Development
and operational teams across the Trust.



Ensure a complete change management programme is undertaken
for any new technology implementation, consulting with both
clinical and non-clinical staff.
Develop a long term support network to ensure knowledge transfer
and sharing of best practice.


Failure to develop our data. Not developing information services will
inhibit our ability to review and modernise our clinical pathways. It will
affect our ability to use information to understand how to design
services to optimise health care resource and drive the best outcome
and experience for our patients.




Failure to standardise. In the absence of standard corporate
solutions, there may be a tendency for individual directorates to





Ensure end users are educated via training programmes.
Clearly communicate and demonstrate the benefits of good quality
data for the Trust.
Protect the integrity of the data we collect to ensure the intelligence
produced from it can be used to drive decision making around how
we deliver care.
Ensure that all solutions to common problems are supported by
Operations Directors and that cases for solid solutions to common
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develop point solutions of their own increasing the cost of ownership of
IT and reducing the ability of the Trusts to manage its resources in the
most efficient and effective way.

problems are not approved by TAP and CIT without a plan to show
how they can provide wider benefits.

Proliferation of unsafe technology practices. In the absence of
solution to common problems, there may be a tendency for groups or
individuals in the Trust to deploy their own technology solutions – for
example using apps or third party technologies – that place patient
information at risk, and expose the Trust to cyber-attacks.



Inadequate hardware at the front line. There may be a failure to
provide sufficient or adequate end user computer hardware to support
the ambition of paperless at the point of care operationally leading to
reversion to paper and / or operational difficulties in delivering care.




Failure to maintain the foundations. There may be a tendency to
focus on the end user solutions at the expense of the underlying
infrastructure that is needed to support it safely, reliably and
effectively.



Ensure that adequate budget is devoted to core infrastructure on
an on-going basis and that the top infrastructure risks continue to
be monitored and mitigated.

Increased exposure to national or supplier infrastructure
failure. The move to solutions that are increasingly hosted solutions or
cloud based services places an increased reliance on the resilience of
nationally provided core infrastructure (such as the N3 / HSCN
network) and the Trust may be exposed to an increased failure of these
national components.



On-going engagement with NHS Digital to ensure that national
solutions are adequately protected.

Technology capacity shortfall. There may be competing priorities for
technology capacity that impede the ability of the Trust to deliver the
Strategy.



Clarity across the Trust as to the priorities for the deployment of
key technology resource.
On-going communication of the specific constraints.

Over engineering solutions. There may be scope creep in core
investments that leads to elongation of timescales and over
engineering of solutions that leads to a reduction of the value that
technology delivers for the Trust.












Communication of the risks and responsibilities of Trust staff with
respect to IG and cyber-crime.
Focus technology efforts to deploy solutions rapidly in areas of
highest exposure (principally mobile solutions and BYOD).
Detailed technical strategies.
Detailed on-going programme of audit and refresh of local
hardware gaps and needs.
Ensuring that hardware refresh programme is validated against
requirements of projects and programmes.

Critical review of the solutions proposed by business audience
through Governance arrangements.
Clarity as to the benefits of solutions and options within the
preferred solutions.
Time boxing of the delivery of projects to 6 months.
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Technology developed for technology’s sake. Without a focus on
the outcomes competing projects will deliver, there may be a failure to
adequately focus the development of technology solutions on
improving patient care and supporting flow and increased activity
levels.




Focus on value delivered for care and patients in all benefits cases
and in approvals processes.
Formal involvement of patients in the delivery of the Strategy.
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Next Steps
The justification, principles and high level plans have now been established and it is important we carry on the impetus by considering our next
steps to deliver the benefits of this Information and Technology strategy.
Planning

We will actively refresh our forward plan annually as part of the business planning process. We will prioritise projects that
deliver benefits that improve activity levels for the Trust, decrease areas of waste and help move the Trust towards a CQC
rating of Outstanding.

Areas of focus

Our primary focus will be on delivering solutions that are of genuine value to the Trust through cross-cutting systems that
improve activity. We will support our Directorates in developing individual IT strategies that align with the overall
Information and Technology strategy.

Utilising
Governance

We will harness the Trust’s governance structures to focus on maximising value from informatics capital spend and help
Informatics to prioritise projects.

Benefits
Assessment

Each April, there will be an assessment of the benefits from the previous years’ investments to understand what lessons we
can learn and where we can improve.

Sub-strategies

In delivering this overall Information and Technology strategy we will develop sub-strategies, which will include:
o Technical – we will develop strategies that identify the future needs of our networks, desktop solution, IT service
provision, cyber security and electronic documents management approach.
o Directorate – we will collaborate with Directorates to develop strategies that align with our overall strategy and help
each Directorate to move forward in the most appropriate way. These will include OSCCA, Cancer Services (with
particular focus on MDTs), Ophthalmology, Maternity and Cystic Fibrosis.

Test Bed
Innovation

We will make sure to utilise the successful outcomes from Test Bed initiatives to guide how we as a Trust can integrate
better with Primary care.

Maintaining
Engagement

We will make sure to maintain our engagement with patients and Trust staff to build strong relationships.
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Technical Strategy Overview
How we deliver our aims
The delivery of the Information and Technology Strategy for the Trust requires four detailed technical strategies to be developed that show how
we will chart a course to 2020 in hard technical terms. These are:
Desktop Strategy

To put in place a robust case and plans for the migration to the right desktop solution for STH in 2018/19 consistent
with our wider Technology Strategy and mitigating the commercial risks the Trust faces due to the current Microsoft
agreement with Crown Commercial Service expiring in 3 years.

Network Strategy

To re-baseline our network risks in a changed context. Put in place a robust case and plans for our networks and
storage to 2018/19.

Mobility Strategy

Put in place a robust case and concrete plans for delivering our mobility ambition to 2018/19.

Cyber Security Strategy

Mitigate short term cyber security exposures and have a robust plan of action and approach to managing the longer
term cyber security risk faced by the Trust.

These strategies will require deep expertise in the relevant technical
disciplines, and further input from our core suppliers, other Trusts and
members of the wider health and social care system, and relevant NHS
agencies such as NHS Digital.
Each will need to deliver something very specific, but they are also
inextricably linked as illustrated.
They will not just be paper exercise, but each will deliver a “proof of
concept” as part of our approach to “strategy by doing” as opposed to
“strategy by planning”. They will therefore position us for delivery going
in to 2017/18.
A more detailed view of these strategies can be found in Appendix A.
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Conclusion
Our context is constantly changing and our regional landscape is likely to look different by 2020. This strategy and the proposed roadmap have
been designed to be flexible and allow us the opportunity to respond to changes and keep in step with technology advancements. It also needs
to be achievable and realistic so that we deliver within our means and on our commitments.
There are many potential hurdles that the NHS faces over the coming years but with careful planning, listening to the needs of our colleagues,
working more closely with the wider health economy and heeding the advice of Professor Wachter, we will endeavour to meet the goals laid out
in this strategy.
Through extensive consultation with the Trust and the population we serve requirements have been identified and analysed against our themed
framework, we have aligned our strategy with our external drivers and the initiatives to deliver change have been proposed. We are seeking
approval to solution and build a delivery plan against the timeline to deliver maximum benefits to the Trust and the patients we care for.
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Appendix A: Detailed Technical Strategy
Breakdown
Desktop Strategy
Why do we need it?
The desktop computing market is fast evolving. Increasingly desktop applications and services are being delivered as cloud based
applications accessed over the internet where the models for deployment are significant different. For example, Office 365 is a subscription
service where the applications and potentially user data resides on a secure cloud freeing up storage at the user’s desktop, facilitating
mobility, and avoiding the need for organisation wide management of the desktop software. Google Docs offers a similar capability. Both
are increasingly being used across the UK public sector.
Moreover, the Trust recently extended its Enterprise Agreement with Microsoft for MS office and Windows until 2019. However, the
preferential rates, and the enabling contract with the Crown Commercial Service for STH (and the rest of the NHS) come to an end at that
point. Were we not to have an alternative, the Trust’s expenditure on license fees for our current Microsoft desktop software will double: an
uplift in running costs in excess of £300,000 annually.
And at a very basic level, becoming digital at point of care means that we will need to make sure that the tools to be digital are available.
We therefore need a technical desktop strategy gives us the capability to migrate to a more modern and cost effective platform, and
mitigates the longer term financial risks.
What will it cover?
The 5 year plan for the STH desktop solution in terms of software, hardware, costs and migration options.
What should it tell us?
 What the total cost of ownership of the STH desktop solution is today.
 What the current challenges are that need to be addressed including specific cyber security threats at the desktop.
 What total desktop solution we should have in place by FY 2018/19 and how that will help address the challenges we face today
including cybercrime.
 What the target total annual cost of ownership of the STH desktop solution should be in 2018/19 including the capital / revenue split.
 What desktop, network and storage hardware will be required to support our desktop needs in 2018/19, financial parameters
associated with that, and savings envisaged in total.

37
Sheffield Teaching Hospitals NHS Foundation Trust - CONFIDENTIAL





What the migration path should be including costs.
What early steps we should be taking towards the new desktop in 2016/17.
What the longer term opportunities and risks are beyond 2018/19.

What does it need to take account of in the other Technical Strategies?
 Network capacity and storage needs will need to be taken into account in the Network Strategy.
 Mobility opportunities afforded by the proposals should be maximised and taken account of in the Mobility Strategy.
 The Strategy should set out the Cyber Security risks associated with the STH desktop today, and how these will be mitigated.
What expertise will be needed to deliver it?
 Specialist technical and commercial expertise in desktop software options available in the market now and in the next 5 years.
 Specialist desktop security knowledge.
 Input from the key suppliers of desktop products including but not limited to Microsoft and Google.
 Input from our key platform providers as to their plans for supporting their products through different user interfaces.
What proof of concept will it give us
We would expect a demonstration of potential desktop options for end users to enable them to understand the look and feel of those options
and to express preferences / concerns.
What will it enable us to do?
Put in place a robust case and plans for the migration to the right desktop solution for STH in 2018/19 consistent with our wider Technology
Strategy and mitigating the commercial and cyber security threats the Trust faces.
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Network and Storage Strategy
Why do we need it?
STH’s network and storage solutions have long been recognised as an area of risk and a level of investment has been put into our network
infrastructure over the last 3 years as a result.
At the most basic level, our infrastructure requires a level of investment just to keep it up to currents standards or resilience. All hardware
has a finite lifetime and will ultimately fail if here is not an on-going maintenance programme. The recent experiences of a nearby Trust with
a clinically critical system have demonstrated the consequences of not being vigilant.
The level of risk remains high and is augment ted by the following major shifts:
 Application Shift. The nature of the software we will be using will require a different profile of desktop, network and storage
capability. If we move to Cloud based or hosted solutions (such as Lorenzo or NHS Mail2) the reliance on network reliability, capacity
and throughout will increase significantly.
 Capacity and Performance Shift. Many of our clinical applications will become increasingly network and performance hungry as
high definition images and other large files becomes the norm. Our digital pathology solution exemplifies this shift.
 Scope Shift. The move to STPs and the need for sharing information across the system is now gathering pace and our networks
and connectivity need to match that. In addition with N£ being replaced by the HSCN, networking with other providers, primary care,
social care and others will be critical to the Trust’s future.
 Cyber Crime Shift. Grater connectivity across the system together with an increase in cybercrime globally creates a perfect storm of
threat that we need to mitigate as effectively as possible through a “security as a system” approach.
What will it cover?
The 5 year plan for the STH networks solution in terms of software, hardware, costs and migration options.
What should it tell us?
 What the total cost of ownership of the STH networks and storage is today?
 What the current challenges are that need to be addressed including specific cyber security threats at the level of the network?
 What the network architecture should have in place by FY 2018/19 and how that will help address the challenges we face today
including cybercrime.
 What the target total annual cost of our networks and storage should be in 2018/19 including the capital / revenue split.
 What network and storage hardware will be required in total to support our needs in 2018/19, financial parameters associated with
that, and savings envisaged in total.
 What the migration path should be including costs.
 What early steps we should be taking in 2016/17.
 What the longer term opportunities and risks are beyond 2018/19.
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What does it need to take account of in the other Technical Strategies?
 Desktop capacity and storage needs.
 Mobility opportunities afforded by the proposals should be maximised and taken account of in the Mobility Strategy.
 The Strategy should set out the Cyber Security risks associated with the network, and how these will be mitigated.
What expertise will be needed to deliver it?
 Specialist technical and commercial expertise in network and storage options available in the market now and in the next 5 years.
 Specialist network communications knowledge.
 Input from the key suppliers of network solutions to the Trust.
 Input from our key platform providers as to their plans for supporting their products across networks.
What proof of concept will it give us
We would expect a demonstration of the performance of different network solutions against a set of known challenges faced longer term by
the Trust such as image transfer and high volume storage and retrieval.
What will it enable us to do?
 Re-baseline our network risks in a changed context.
 Put in place a robust case and plans for our networks and storage to 2018/19 consistent with our wider Technology Strategy and
mitigating the cyber security threats the Trust faces.
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Mobility Strategy
Why do we need it?
Mobilising our workforce is fundamental to our technology direction set out in the strategy due to a range of drivers including:
 The shift to mobile platforms generally in the market place,
 Patients expect to be able to interact with the Trust on mobile platforms, and they expect the Trust itself to be using more mobile
technology.
 The clinical needs to remain connected and available already being expressed across our medical and nursing teams.
 The need to bring technology and the patient closer together eliminating the need for paper at point of care,
 The need for clinicians to be mobile yet connected across the system as a whole in the wake of the STP.
 The proliferation of smart phones and personal devices and the potential for a Bring Your Own Device approach,
 The need to avoid a “mobile by default” culture that is not controlled and mitigating the risks of cyber-attack through the use of
uncontrolled devices or applications – for example the examples of recent cyber-attacks via exploitation of applications such as
WhatsApp.
What will it cover?
The 3 year plan to achieve paperless at point of care and the broader STH technology strategy using mobile technology solutions.
What should it tell us?
 What the Trust’s current use of mobile solutions both controlled and uncontrolled is.
 What the current challenges that need to be addressed including specific cyber security threats at the level of the mobile devices are.
 What the Trust’s technical mobility strategy should be to FY 2018/19, including our approach to BYOD if any?
 What key technology investments will be needed, in what order and at what associated cost.
 What early steps we should be taking in 2016/17 including providing mobile support for patients.
 What standards and rules should we apply to mobile solutions and what education programme do we need to put in place for users of
mobile solutions.
 What the longer term opportunities and risks are beyond 2018/19.
What does it need to take account of in the other Technical Strategies?
 Consistency with our Desktop and Networks and Storage approaches.
 Risk and mitigation s from the use of mobile solutions that need to be included in the Cyber Security Strategy.
What expertise will be needed to deliver it?
 Specialist current technical and commercial expertise in mobility solutions in a Health care environment.
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Specialist mobile communications knowledge including knowledge of the security aspects of mobile solutions from a clinical
perspective.
Specialist input from NHS Digital and other Trusts as to the “state of the art” and regulatory constraints.
Input from the key suppliers of network and platform solutions including their plans for supporting their products on mobile platforms.

What proof of concept will it give us
We would expect a demonstration of a range of mobile solutions to common mobility problems for patents and clinicians that would enable a
group of users to obtain an understanding of the opportunities and constraints of mobile solutions on a range of products.
What will it enable us to do?
Put in place a robust case and concrete plans for delivering our mobility ambition to 2018/19 consistent with our wider Technology Strategy
and mitigating the cyber security threats the Trust faces as a result.
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Cyber Security Strategy
Why do we need it?
As demonstrated elsewhere in this Strategy, Cyber Crime is a rapidly evolving and significant threat to all of us and especially to the NHS.
In the US, hospitals are already prime potential targets for ransom ware and extortion. STH itself has already seen and mitigated potential
ransom ware attacks. Hospitals are also potential targets for terrorist attacks on critical systems such as prescribing and critical care
systems. It is likely to be a matter of when rather than if these threats materialise.
The threat is accentuated by a number of key factors:
 Our workforce and patients increasingly use mobile technology. Irrespective of the drive towards paperless at point of care, we
already have a partially mobile workforce and there are already examples of the use of mobile technologies such as WhatsApp in the
Trust to solve real operational difficulties. We will be mobile by design in a controlled way or mobile by default in an uncontrolled way.
The former is preferable and allows us to address the cyber security challenge head on.
 The need to share information across a wider footprints leads to an exponential increase in the potential weaknesses in our
infrastructure and entry points for cyber-attacks.
 The move to hosted and cloud based solutions in the market, whilst controlled and regulated by our IG approach, none the less
increases the number of potential points for attack – not just for STH but for the NHS as a whole.
 The threat is highly adaptive and the response needs to match this. It will not be possible to second guess the tactics used by
criminals engaged in cybercrime so we need a holistic and highly adaptive response that matches their creativity. This needs to be
real time – and requires capability as much as it requires a technical solution.
 STH is unique and its response needs to match the complexities our own estate, connectedness and mobility. A one size fits all
approach may give us an unrealistic feeling of security.
 People are adaptive and will use their own technical solution to solve genuine clinical and operational problems exposing us to
increased threats.
What will it cover?
An assessment of the cyber security challenges for STH and a forward look on the threat profile. A plan for the technical, people and
process response to addressing the threats including the processes and capability needed to keep the Trust safe.
What should it tell us?
 What the specific current threat profile for the Trust both from a technical and people perspective is. This should identify specific
weaknesses.
 What the regulatory and technical standards are that we need to meet as a Trust with respect to the threat.
 What are the recommended 6 month, 12 month and longer term plans for the management and mitigation of the cyber security
threats to the Trust.
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What processes and organisational structure needs to be put in place to manage the threats.
What technology response is needed at the levels of networks, mobility and desktop.
What people response is needed in terms of education and training across the Trust in response to the cyber security threats.
What handling and mitigation processes are required for real time handling of cyber-attacks.
What vigilance approaches should be put in place to ensure that we understand current threats and local incidents.
What do we need by way of on-going refresh of our approach to match the evolving nature of the threat.

What does it need to take account of in the other Technical Strategies?
All of the other Technical. Strategies will feed into the Strategy and any additional matters arising from the Cyber Security will be fed back
into those Strategies so that they are coherent as a package.
What expertise will be needed to deliver it?
 Specialist cyber security expertise will be required but is likely to be in extremely short supply.
 Our approach will likely have core expertise to develop it working alongside the expertise deployed for the other Technical Strategies,
as well as the accessing experts from NHS Digital, CESG, and the ICO.
What proof of concept will it give us
We would expect a penetration test of the Trust demonstration and an executive and Board ready presentation of the practical implications
of that test using real examples of any weaknesses identified.
What will it enable us to do?
Mitigate short term cyber security exposures and have a robust plan of action and approach to managing the longer term cyber security risk
faced by the Trust.
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